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	Dear School Owner:

On June 4, we notified you of two training sessions organized by the Federal Trade Commission on FTC rules developed to implement the Gramm-Leach-Bliley Act. I attended the training in Washington, D.C. and can now make some modifications in the earlier notice from NACCAS. There are two new rules, the "safeguarding rule" and the "privacy rule." You may not need to comply with both.

1. Safeguarding Customer Information: This rule applies to all institutions which have a role in a loan program or other activity that makes them "financial institutions," so most NACCAS-accredited schools must comply by writing a policy for safeguarding customer information and implementing it.

2. Privacy rule: If a school ONLY participates in Title IV student financial assistance program with the U.S. Department of Education, its compliance with the Family Educational Rights and Privacy Act (FERPA) is sufficient. These schools do not have to comply with the FTC privacy rule. This means they do not need to give notice to student customers or give them the opportunity to "opt out" of having nonpublic personal information disclosed, as required by the FTC rule.

3. However, schools that issue private loans to students or work with another private lender, issue credit cards, or engage in other activities of "financial institutions" do have to comply with the FTC privacy rule. 

A revised draft policy for safeguarding customer information, for schools the fall under #2 above, follows:

DRAFT

Name of School Policy for Safeguarding Customer Information (date)

Definitions: Customers are students who apply to attend (name of school) and apply for grants or loans under Title IV of the Higher education Act of 1965, as amended, to finance their educations.

Nonpublic personal information is information which is not publicly available on

·  Your name, address, and social security number 

·  Name of your financial institution, account number 

·  Information provided on your application to enroll in (name of school) 

·  Information provided on your application for a grant or loan 

·  Information provided on a consumer report 

·  Information obtained from a website 

(Name of school) is committed to implementing a comprehensive information security program, consonant with the size and complexity of this institution and the nature of its educational activities, to maintain and safeguard your nonpublic personal information against damage or loss. The policy covers all student records in whatever format (hard copy, electronic).

(Name of employee or position) shall be responsible to coordinate the school ’s information security program. The coordinator shall, at least once every three years, assess foreseeable internal and external risks to the security, confidentiality, and integrity of customer information that could result in the unauthorized disclosure, misuse, alteration, destruction or other compromise of the information. The risk assessment shall cover every relevant area of school operations, including

· Employee training and management 

· Network and software design, information processing, storage, transmission and disposal 

· Ways to detect, prevent, and respond to attacks, intrusions or other systems failures 

The coordinator shall design and implement safeguards to control identified risks and shall monitor the effectiveness of them, recommending changes when warranted.

Records of students shall be maintained in accordance with the Family Educational Rights and Privacy Act, other federal and state law, and accreditation requirements.

*****

Hope this makes things easier. Mary E. Bird, NACCAS


